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Data protection is key

titan-org.com titan-services.net

Our goal is to ensure that our customers (buyers 

and sellers) on our platform feel confident with 

Titan as a trusted data processor

http://titan-org.com/
http://titan-webapp.com/
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The Core Concepts of Our Platform Have 
Important Implications for Data Protection

titan-org.com titan-services.net

Cloud-based 
SaaS

1

Multi-user 
platform

2
Extensibility 

strategy
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1 • Technically, the Titan MIS platform is realized as massively scalable cloud-based
software-as-a-service platform, where protection of customers' data on servers
and mitigation of outside threats is critical

• We therefore encrypt all information, backup data in various physical Swiss
Locations and collaborate with Nine.ch on a Nine Server Level and optional with
AWS hosting services that have their servers located in Germany (or also in CH).

• For companies a minimum set of information must be available for them to be
visible and available in the network for other companies to request connections
with them

• To ensure data protection, strong user isolation is key. Each account is a separate
unit and nobody outside the account can access data or functions within the
account, without explicit authorization

• At the heart of the platform is the extensibility strategy, allowing third parties to
build E2E flows

• For this, any collaboration or exchange of data is based on industry-neutral open
standards and open APIs, ensuring that customers truly can access and have
control over their data

2

3

Core concepts

http://titan-org.com/
http://titan-webapp.com/
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We are compliant to all data protection 
requirements throughout the customer journey
Data Handling Process

dedicated data governance service to ensure consent is captured globally across the platform and commercial sites

data protection training for all our employees

documentation of all external services in use and ensuring compliance and transparency where data is shared

GDPR compliant privacy policy and terms of service

Our data privacy protection initiatives include:

User 
registration

Data 
documentation

Data 
disclosure

Data 
deletion

• User consent to GDPR 
before registration

• Consent as integral part of 
the on-boarding process

• Data are documented 
directly on the database 
server

• On request, data can be 
located by means of a 
report at any time

• Disclosure of personal 
data on request

• Technical and
organizational processes 
to release data ensured

• Deletion (or 
anonymization) of 
personal data on request 

• Technical and
organizational processes 
to erase data ensured

titan-org.com titan-services.net

http://titan-org.com/
http://titan-webapp.com/
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Our hosting infrastructure is based nine.ch
servers that are located in Switzerland, 
complying with Swiss regulation
Comprehensive Security

Hosting level
Data protection

• Applying NINE- or AWS 
compliance and data 
protection terms to 
"secure the modern 
enterprise"

• Applying NINE- or AWS
compliance checklist for 
financial institutions

• Ensuring data protection on 
Nine with the help of Nine' 
services and custom keys
(e.g. preventing data access 
by Nine/Titan employees)

• Data can only be decrypted 
by the application itself

• Regular system audits by third 
parties

• ISAE-3402 certificate on security 
related aspects (e.g archive, access 
restriction)

Server level
Data security

Additional certification
Security validation+ +

titan-org.com titan-services.net

or

http://titan-org.com/
http://titan-webapp.com/
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Our platform architecture ensures strong user    
isolation and full front-end security
IT Architecture

Data is exchanged with 
the platform through 
REST APIs, the RESTful 
architecture supports 
the goals of scalability, 
modularity, 
interoperability, 
reliability and security

Titan Supplier information management platform architecture (Titan MIS)

Presentation tier

Business logic tier

Data tier

Web user 
interface

REST 
Interface (API)

Key    
Features

Add-on 
Features

Support 
services

Per-user 
datastore

Shared 
datastore
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Core 
Features

Integration 
services

For users of the web 
application, 
communication is 
secured with SSL

Business documents and 
information are stored 
indefinitely, or until a business 
explicitly requests deletion of it. 
All data is backed up regularly 
to encrypted storage in remote 
physical locations

Documents and 
messages are treated 
as XML messages and 
all stored within 
confines of user 
boundaries

Messages are sent transactionally 
(rather than shared directly). Copies 
will exist both at the sender and the 
receiver side, respecting the principle 
of user isolation and strong data 
protection

Management has 
access to key 
information based on 
our analytics, rating 
and documentation 
features. Full 
transparency on the 
market, your company 
and person needs.

Per-company 
datastore

Mobile user 
interface

titan-org.com titan-services.net

http://titan-org.com/
http://titan-webapp.com/
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We’re on Server Level “Swiss hosting” certified;  
and we can ensure pure Swiss API connectivity
Swiss Hosting  www.swissmadesoftware.org/en/swiss-hosting.html

Per-company 
datastore

Mobile user 
interface

titan-org.com titan-services.net

Swiss hosting is based on two promises:

1.The data remains in Switzerland.
2.This data can only be accessed by third parties via the Swiss authorities.

The first promise can be upheld by large international providers with a base in Switzerland – but not the second. Any statements indicating that data 
protection to Swiss standards can be enforced via a contract are false. The following four cases provide interesting examples:
1. CLOUD Act: This US law has been in place since 2018. It allows US authorities to access data stored by US-based companies. The company’s 

presence in a foreign jurisdiction is irrelevant.
2. Schrems II: For a long time, the Privacy Shield agreement was what enabled data to be exported from the EU to the United States in line with EU 

standards. The ECJ declared Privacy Shield invalid as of July 2020 as a result of its ruling on Schrems II. The court considered it proven that US-
based companies could not resist any desire by their domestic government authorities to access the data they store, meaning that the data is therefore 
not secure. In other words: A legal fiction was hereby dismantled. The Swiss Federal Data Protection and Information Commissioner (FDPIC) 
concurred with this ruling shortly thereafter. As a result, the parallel agreement applicable in Switzerland also collapsed. The Swiss FDPIC takes an 
explicit position on this in its “Guide to checking the admissibility of direct or indirect data transfers to foreign countries” (document).

3. The case of Crypto AG: This Swiss company supplies cryptographic devices to third-party governments and was secretly owned by the CIA and its 
German equivalent, the BND.

4. Everyday handling of data: There is ultimately a conflict between two separate obligations. A person responsible for data in a Swiss subsidiary 
company must comply with the laws of Switzerland, but they are also obligated to comply with instructions given by foreign superiors. In practice, data 
(e.g., customer data for marketing activities) is frequently shared, even when this is not in compliance with data protection legislation. But if nobody 
complains, no crime can be considered to have taken place. Aside from anything else, few people would wish to share a typical whistleblower's fate.

Swiss hosting is a promise of a specific legal status. It states that only Swiss authorities will have access to data as part of proper proceedings, and 
that the affected parties will be treated in accordance with Swiss law.

http://titan-org.com/
http://titan-webapp.com/


Thank you!

www.titan-org.com
www.titan-services.net
www.titan-advisory.com

Titan Services GmbH
Chaltenbodenstrasse 8
8834 Schindellegi
Switzerland

oliver@titan-org.com
+41 76 2849422

Oliver Engelbrecht
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http://www.titan-org.com/
http://www.titan-services.net.com/
http://www.titan-advisory.com/
mailto:oliver@titan-org.com


Disclaimer

This material has been prepared by TITAN, its subsidiaries, affiliates and/or their branches (together, ”TITAN") for the 
exclusive use of the persons to whom TITAN delivers this material. This material or any of its content is not to be 
construed as a binding agreement, recommendation, investment advice, solicitation, invitation or offer to buy or sell 
financial information, products, solutions or services. It is solely for information purposes and is subject to change without 
notice at any time. TITAN is under no obligation to update, revise or keep current the content of this material.
No representation, warranty, guarantee or undertaking – express or implied – is or will be given by TITAN as to the
accuracy, completeness, sufficiency, suitability or reliability of the content of this material. Neither TITAN nor any of its
directors, officers, employees, representatives or agents accept any liability for any loss, damage or injury arising out of or 
in relation to this material. This material is property of TITAN and may not be printed, copied, reproduced, published, 
passed on, disclosed or distributed in any form without the express prior written consent of TITAN.

@2023 Titan. All rights reserved
9


